
MAMS Mini-Grant Application 

1. Application details 
 

Institutions 
James Cook University (Lead) & The Australian Institute of Marine Science 
 
Executive Summary 
James Cook University (JCU) in collaboration with the Australian Institute for Marine 
Science (AIMS; http://www.aims.gov.au) wish to create a shibboleth enabled 
authentication and authorisation framework.  JCU and AIMS formally collaborate and 
integrate via the AIMS@JCU joint venture (http://www.aims-jcu.edu.au).  A MAMS 
federation would be a great asset to the future development of this important initiative. 
 
The federation framework will provide the foundation for eResearch collaborations 
between AIMS and JCU instantiated via a number of services.   In addition the 
federations will enable access to a range of eResearch portals and services that have been 
developed by JCU as part of its engagement with APAC, QPSF, DART and the Materials 
and Molecular Sciences ARC Research Network.   
 
Initially, JCU will create capability for both AIMS and JCU to access services provided 
by the partners in the Dataset Acquisition, Accessibility and Annotation, eResearch 
Technologies project (DART see: http://plone.jcu.edu.au/dart).  The DART partners; 
Monash University, The University of Queensland and JCU are creating a number of 
demonstrator projects involving X-Ray crystallography, remote Reef monitoring via 
Sensor Networks and climate modeling.  These are portal based systems for which an 
extensible authentication and authorisation foundation are essential.   It is expected that 
this will extend as the tools and subsequent requirements for authentication and 
authorisation to enable access to services  is deployed to other institutions. 
 
The initial set of services to be deployed by JCU for AIMS staff are intended allow 
access to storage tools provided by Storage Resources Broker (SRB).  These tools will 
initially allow reef sensor data to be managed between the two institutions and this 
important data to be shared between Climate and other models for the DART 
demonstrators.  Of course there are a myriad of other data sharing applications between 
JCU and AIMS that have not yet been covered by this application and we expect these 
will develop once the authentication mechanisms are in place.  We will also work 
towards enhancement of an existing Plone based collaborative environment to further 
build linkages between AIMS, JCU and DART project.   These linkages will be built 
upon over time to expand the number of external participants. 
 
The MAMs federation is essential to providing the foundation for trust between the 
collaborating JCU, AIMS and the collaborating DART partners to ensure these outcomes. 
 
 
 



Funding Requested 
$ 40,000 
 
Category 
Combination of valuable SP + part of institution IdP by 2 (AIMS and JCU), both 
Federation Level 2. 
 
 
Project Directors: 
Kent Adams (JCU) 
 

Director, Division of Information Technology and Resources 

Scott Bainbridge 
(AIMS) 

Director of Information Technology 

 
Project Chief Investigators: 
Ian Atkinson (JCU) Manager High Performance and Research Computing, 

DART CI and Leader of Visualisation, e-Research and Grid 
lab (School of IT) 

Scott Bainbridge 
(AIMS) 

Director of Information Technology,  
Manager of AIMS Data Centre 

 
Project Developer Team & Roles: 
Frank Eilet 
(JCU/DART) 

Project Manager and Security Specialist 

Jeff Bird  (JCU) Team Leader, Directory Services 
James Smith (AIMS) Manager of Computing Infrastructure 
Nigel Bajima  (JCU) Contract Programmer, SRB&Plone / Shibboleth intergration 
Nigel Sim  (JCU) APAC Project Officer:  SRB / Shibboleth integration 

consultant 
Russell Sim  (JCU) DART Project Officer:  Plone / Shibboleth integration 

consultant 

 

2. Project Goals, Objectives, Deliverables 
 
This project has several important goals.  
 
JCU in partnership with AIMS intends to act as an identity provider under the MAMS 
Testbed Federation.  It is anticipated that given UQ and Monash University are also 
identity providers, the entire DART project will be able to authenticate between 
institutions to utilise eResearch tools and access datasets. 
 
JCU and AIMS will both act as both Identity Provider and a Service Provider providing 
storage across an SRB framework, access to instruments (X-Ray diffraction, Sensor 
Networks) and access to software tools via gridsphere portals. 



  
A result of these MAMS federations is that we will be able to implement a mechanism to 
provide federated authentication and authorisation services to support access by AIMS, 
JCU, Monash and UQ access (via portals) to selected data and instruments hosted at JCU 
and AIMS.  Future enhancements will include access software tools that support research 
including annotation and workflow tools.  The initial scope will be to provide access 
across AIMS and JCU to common resources. 
 
Two particular software integration projects are of note:  The development of shibbolized 
SRB and Plone instances.  These efforts and the resulting deliverables are described in 
detail below: 
 
Storage Resource Broker Services 
SRB is a metaÐfederation tool that enables the integration of geographically distributed 
data resources, and the addition of user defined metadata to digital objects.  It is an 
archetypical data grid system and was developed by the San Diego Supercomputing 
Centre (http://www.sdsc.edu/srb).   
 
With APAC support JCU has developed a suite of gridsphere based portals to access, 
manage and interact with SRB (Portable Grid Library: 
http://plone.jcu.edu.au/hpc/apac/grid-ii/srb/personalgridlibrary).  A publicly accessible 
demonstration site for the relate Personal Grid Browser application is available at: 
http://ngportal.hpc.jcu.edu.au:80/gridsphere/gridsphere?cid=browser&gs_action=     
;click the ÔGuestÕ button to login and play! 
 
The SRB/Portable Grid Library combination is at the core of significant applied 
development efforts to build eResearch portals for the X-ray/neutron diffraction 
community, Sensor Network based environmental observation networks (e.g. 
http://coralreefeon.org), the Moore Foundation, Digital History and Archeology and 
several others! These efforts span APAC, DART and several International projects as 
well.  While we are having success with these endeavors, a constant problem in SRB 
space is user authentication.  While we are aware of several attempts to shibbolize SRB, 
none have come to fruition.  We believe we have the skills and resolve necessary to 
complete this important task. 
 
SRB uses its own user information store, which includes user authentication. Natively 
SRB provides certificate based authentication via the Grid Security Infrastructure (GSI), 
and password based authentication using a crypt based scheme. To integrate SRB into a 
larger authentication model, with centralised credential management such as Shibboleth 
we need to identify whether we will to use certificate, or password based authentication. 

¥   A certificate based approach would call for the distinguished name (DN) of the 
users to be stored in Shibboleth. Then, a periodic synchronisation routine could be 
run between the SRB user information, and the Shibboleth information. This is 
the same approach as is used with the grid-map file synchronization schemes.  

¥    If password authentication is desired then a modification to both SRB and  
Shibboleth systems would be required. For the SRB ENCRYPT1 authentication 



mechanism to function, SRB needs access to the clear text user password, or a 
hashed version of the password. This would require Shibboleth to store, or be able 
to produce this representation. SRB would also need to be modified to query 
Shibboleth to retrieve the authentication information. 

 
We have considered both approaches and while the certificate based approach may be 
easier to implement, clearly a password based system would be more acceptable to users.  
As a deliverable for this grant we would architect both possible solutions, and implement 
the certificate based solution.  If sufficient support from the MAMS group could be 
obtained we would also deliver a password authenticated, shibbolized SRB.   
 
Finally we will consider applying the MAMS Shibbolized version of Gridsphere to our 
portals.  This may be a tool suitable for use across our DART, and possibly APAC 
projects. 
 
Plone Services 
We are using Plone as the basis of a collaborative CMS/Wiki environment within DART.  
As well as a communication, workflow and repository tool, we are integrating an SRB 
based back-end  data storage to Plone, and are exposing SRB metadata via Plone.  The 
concept is that of a single entry location to the data grid which is at once collaborative, 
supports change management, rights management and data annotation. 
 
A critical element of our Plone efforts is the authentication between Plone, SRB and 
other resources.  A Shibbolized Plone grants us many options.  However, while we are 
aware of some systems with offer the desired functionally they are close source products 
unavailable for general use.  The MAMS group have also explored this problem, and 
used  an Apache/Plone link to offer Shibbolth based authentication to Plone.   
 
Unfortunately, new versions of  Plone/Zope will no longer support the classes necessary 
for Apache to properly authenticate to Plone: PCGI (http://mail.zope.org/pipermail/zope-
checkins/2004-May/027529.html) or FCGI (http://mail.zope.org/pipermail/zope-
checkins/2005-December/030172.html). Accordingly, Apache will no longer be a viable 
Shibbolized  authentication layer for Plone.  
 
To overcome this Apache/Zope issue, a plugin to the Zope PAS (Pluggable 
Authentication Service) will be written to permit Shibbolth to Zope group mappings. 
Since Shibbolth does not contain any Python bindings and there is no intention of 
creating any in the current Shibbolth roadmap, these bindings will have to be written and 
integrated into the Zope PAS, and submitted to its source maintainer for incorporation in 
future versions. The Shibbolth Python bindings will be GPL licenses and contributed 
back to the Internet2 group.  
 
We have had previous success with enhancing and expanding the functionality of the 
SRB Python bindings.  These are currently with the SRB source maintainers and will be 
included in the next SRB release.  The project described here is a logical next step, and 
while challenging, is low risk.  It should have a substantial impact. 



 
 
 

3. Category and Selection Cr iter ia 
 
3.1 Value of the service (for SP) and/or user-base (for IdP) in terms of promotion of 
the Testbed Federation for Australian research effectiveness. 
 
JCU (18,000 staff and students) and AIMS (300 staff) both intend to act as identity 
providers under the MAMS Testbed Federation.  It is anticipated that as both UQ and 
Monash are also identity providers, that the entire DART project team participants and 
users will be able to co-authenticate between their institutions to utilize the e-Research 
tools and access datasets developed/enabled.   
 
James Cook University and AIMS will both act as both Identity Providers and Service 
Providers enabling access to storage across the SRB framework, access to Instruments, 
datasets and portalised software tools as well as computing infrastructure. 
 
3.2 Relevance to Backing AustraliaÕs Ability &  Systemic Infrastructure Initiatives 
goals 
 
The DART project, and its successor ARCHER are funded from the Systemic 
Infrastructure Initiative, which is part of the Backing Australia’s Ability program.   We 
are also receiving support via the DEST International Science Linkages (ISL) program, 
also part of BAA, and this MAMS proposal would better enable access to the software 
and data streams emerging from this project.  We are working with two NCRIS 
investment areas (5.3 Characterisation and 5.9 Integrated Marine Observation Systems) 
to develop data streams (instrument monitoring and sensor networks respectively) that 
would be enhanced by this project. 
 
This proposal will enhance a number of high profile programs and users within JCU, 
AIMS, DART and the National marine biology community whose research is also 
relevant to the national priority Environmentally Sustainable Australia with the major 
goals ‘Sustainable use of AustraliaÕs BiodiversityÕ and ‘Responding to climate changeÕ. 
Coincidentally the improved accessibility to environmental sensors that this grant would 
facilitate is also relevant to research priorities of the State of Queensland: Tropical 
Futures and Enabling Technologies. 
 
 
3.3 Technical excellence of the proposal 
 
The proposal addresses not just mechanical federation processes, but very significant 
technological issues related to data grids and portals.  While there will be clear benefit 
from the AIMS / JCU / DART federations, the contributions to the Plone / SRB 
communities are both complex and will have large and wide-ranging implications.  



Already we have a large range and diversity of users of the eResearch systems discussed 
in this proposal.  With the federation issues addressed will be able to greatly expand their 
utility, usability and uptake.  We are proposing reasonably elegant solutions with the 
correct balance between ab initio coding and reworking existing solutions. 
 
 
3.4 Relevant exper ience of the proposed project team 
 
The project team has extensive experience in the successful roll out of IT systems, and in 
particular several identity management systems.   The directory services group at JCU 
has extensive experience with the development and implementation of production level 
identity management and authentication systems.   This combined range and level of 
experience of the project team ensures that the project team is both well placed and 
focused to deliver a production federation level 2 shibboleth services.  
 
 
A/Professor Ian Atkinson  (JCU Project CI) 
After initial training in chemical physics Atkinson has gained extensive experience in 
building, operating and maintaining, production level HPC systems.  His group 
developed and operated one of the first successful portal systems for HPC and technical 
computing in the late 1990’s, which at a user interface level remains a model for 
technical portal developments (see http://ngportal.hpc.jcu.edu.au/gridsphere/).  His group 
have been operating and maintaining data grid installations across Queensland since 2000. 
His academic research group have build and deployed several e-Research applications 
and are building considerable experience in the core authentication problems these 
systems introduce.  The JCU HPC unit (http://www.jcu.edu.au/hpc) has attracted several 
million dollars of support from the ARC, Government and Industry, and is the largest 
group of its type in Regional Australia .  
 
Jeffery Bird  (JCU Authentication Architect) 
Jeff has developed, maintained and architected JCU’s authentication and identity 
management systems for nearly a decade.  JCU has maintained a ‘same-sign-on’ model 
across this period.  This task has across the years required development of bespoke 
systems, considerable systems integration between Unix, Windows and Novel based 
directory and authentication systems.  He is currently working on the SUNOne Identity 
Management system. 
 
Frank Eilert  (JCU Project Manager) 
Frank has an extensive background in project management and security as a consultant to 
industry.  Until recently Frank held a senior position within the DSTC technical 
consulting group.  Frank is also the project manager for the DART project at JCU.  He 
has tremendous practical experience in project management and has administered several 
multi-million dollar projects.  His project management skills are keenly sought by the 
commercial IT industry.  
 
 



Scott Bambridge – (AIMS CI) 
Scott has managed the IT resources for AIMS for over 5 years and has re-engineered the 
AIMS IT environment to comply with national audit requirements while developing new 
data capabilities for this Internationally acclaimed marine science organization. 
 
James Smith – (AIMS Authentication Architect) 
Manages the AIMS IT infrastructure, including networks, directory and storage resources. 
 
Nigel Sim is a PhD student within the VeRG lab at JCU (http://plone.jcu.edu.au/verg), he 
has also worked for the APAC Information Infrastructure Program, and is one of the most 
experienced users/developers of SRB in Australia.  He has developed the PGL gridsphere 
interface to SRB, and worked with SDSC to made significant contributions to the SRB 
source tree, testing and installation programs.   
 
Nigel Bajima is a PhD student within The School of IT at JCU.  He has worked with the 
VeRG lab to integrate SRB into the AccessGrid, and in doing so developed a new set of 
SRB python bindings that have now been accepted into the SRB source tree that are 
receiving wide recognition.  
 
Russell Sim works as the DART Plone programmer (http://plone.jcu.edu.au/dart), and is 
building an SRB based back-end data structure into Plone/Zope.  He has also been 
working on workflows, authentication and optimization for Plone, and is also making 
significant contributions to this source tree.   
 
3.5 Relevant project management exper ience 
 
The Project Manager Frank Eilert has extensive experience in managing complex 
projects under tight budgets and achieving excellent results, especially when projects 
involve research into new IT security areas.  The rest of the team have extensive  
experience delivering technical research projects.  The combination of commercial focus, 
operational experience and research experience give the team a solid set of project 
management skills for delivering in evolving environments with a focus on outcomes.  
 
  
3.6 Involvement with the MAMS project to date 
 
The JCU HPC and IT&R community have been aware and monitoring the efforts of 
MAMS since its inception.  However, we have not directly engaged with the MAMS 
community until now as we have been waiting for both the necessary resources and 
driver for its local implementation.   
 
3.7 Commitment to contr ibute to the Federation as an SP as an/or IdP until at least 
the end of 2006 
 
The proposed federation infrastructure will be developed during 2006 for providing a 
secured federated authentication and authorisation access mechanism for AIMS, JCU as 



well as the specified Plone / SRB interface services in support of DART and other 
programs. This wide range of institutions and programs interact and collaborate with 
many other organisations.  By default these partners will be encouraged to join the 
MAMS federation as IdP’s.  
 
3.8 Proposal does not duplicate work already expected from funding received 
 
JCU / AIMS have to date received no funding support for secured federated user 
authentication.  
 
However, if awarded, this grant would complement existing activities at JCU in 
establishing a locally federated / authenticated SUNOne identity management system.  
 
The JCU HPC group have also been actively supported, and worked with the APAC 
Computing Infrastructure and Portals projects to build secure certificate based 
authentication systems.  This experience is being built on to provide services into the 
DART project, and would be complementary to these shibboleth based efforts.  However, 
it is emphasised that there has been, and presently is NO competitive funds awarded for  
federated authentication projects at JCU. 

 

4. Project Schedule and Resourcing 
 
Stage 1 July – September  ¥ Project start-up & Risk Analysis 

¥ Start Level 1 of Testbed Federation 
¥ Allocation of tasks amongst groups and individuals 
¥ Initial project repository website development 
¥ Update of JCU & AIMS Corporate Directories 
¥ Define end user identification process 
¥ Install Identity Provider Server 
¥ Prepare Plone / SRB Shibbolization models, 

engage programmer and commence coding 
 

Stage 2 October – November  ¥ Start Level 2 of Testbed Federation 
¥ Further development of project tool sets 
¥ Further development of Identity Provider Server 
¥ Monitor usage of service provided 
¥ Collate feedback provided by users 
¥ Testing of SRB / Plone Shibbolization & Service 

Rollout 
Stage 3 December ¥ Submission of Federation Activity Report 

¥ Submission of GPL licensed code to SRB and 
Plone repositories 

 



A dedicated programmer would be employed for the development of secured federated 
interfaces.   Nigel Bajima has been identified for the code SRB / Plone Shibbolization 
component of the project. 

5. Risk and Contingencies 
 
This project while addressing Levels 1 and 2 of Testbed Federation has no direct impact 
on James Cook University operating procedures or the operational procedures of the 
partners in the DART project.  This lack of dependency reduces the inherent rick in this 
MAMS project. 
 
Specific risks and mediations are listed blow:  
  

RISKS MEDIATIONS 
Inability to recruit a suitable programmer ¥ A highly skilled and talented person 

has been already identified (Nigel 
Bajima).   

¥ Development team have sufficient 
skills to backfill coding tasks if 
required. 

Insufficient technical support from 
MAMS personal 

¥ Identify technical requirements. 
¥ Strong focus on documentation.  
¥ Use plone based collaboration 

environment employed by DART 
project.  Investigate use of desktop 
AccessGrid (used successfully within 
QPSF/JCU development projects) 

¥ Maintain regular contact MAMS 
technical group 

 
Failure to meet the project milestones and 
deadlines 
 

¥ Strong project management 
¥ Focused and dedicated staff give clear 

objectives 
¥ Continuous project assessment and 

planning with regular priority driven 
re-scheduling  

 


